Department of Defense
DIRECTIVE

February 12, 1992
NUVBER 5137.1

DA&M

SUBJECT :  Assistant Secretary of Defense for Command, Control, Conmunications,
and Intelligence (ASD(C3I))

Ref er ences: ) Title 10, United States Code

) DoD Directive 5137.1, subject as above, March 27, 1990
(hereby cancel ed)

) Title 44, United States Code

) Executive Order 12356, “National Security Information, ”
April 2, 1982

e) through (n) , see enclosure 1

A REISSUANCE AND PURPOSE

Under the authority vested in the Secretary of Defense by reference (a),
this Directive reissues reference (b) to update the responsibilities, functions,
rel ationships, and authorities of the ASD(C3I ) , as prescribed herein.

B.  APPLICABILITY

This Directive applies to the Ofice of the Secretary of Defense (0SD), the
Mlitary Departments, the Chairman of the Joint Chiefs of Staff and the Joint
Staff. the Unified and Specified Conbatant Commands, the Inspector Ceneral of
the Departnent of Defense, the Defense Agencies, and the DoD Field Activities
(hereafter referred to collectively as “the DoD Conponents” ) .

Cc. RESPONSIBILITIES

The Assistant Secretary of Defense for Command, Control, Communications, and

Intelligence shall have as his principal duty the overall supervision of C31
affairs of the Departnment of Defense. The ASD(C3I ) is the principal staff

assi stant and advisor to the Secretary and Deputy Secretary of Defense for C31 ,
i nformation management ( IM) , counter-intelligence (C1 ) , and security
countermeasures (SCM matters, including warning, reconnaissance, and
intelligence and intelligence-related activities conducted by the Department of
Def ense.

D.  EUNCT | ONS

In the exercise of assigned responsibilities, the_ Assistant Secretary of
Def ense for Command, Control, Communications, and Intel ligence shall:

1. Serve as principal staff assistant in carrying out the responsibilities
of the Secretary of Defense as Executive Agent for the National Communications
System



2. Serve as the Departnent’'s senior IM official pursuant to Section 3506(bh)
of 44 U.S.C. (reference (c)); inplenent the Defense IM program the Defense
corporate IM initiative, and the principles of corporate IM throughout the
Department of Defense; and ensure the proper integration of DoD conputing, W “
systems security, telecomunications, and IM activities.

3. Conduct and account for any acquisitions made pursuant to a del egation
of authority under Section 111 of the Federal Property and Adm nistrative
Services Act (40 U.S.C. 759), in accordance with Section 3506(c)(4) of 44 Uu.s.C.
(reference (c)).

4, Serve as the Departnent’s senior information security official pursuant
to Section 5.3(a) of E.0. 12356 (reference (d)).

5, Serve as the principal DoD official responsible for establishing
software policy and practices, but shall not be responsible for conputer
resources, both hardware and software, that are: physically part of, dedicated
to, or essential in real tine to the mssion performance of weapon systens; used
for weapon system specialized training, simulation, diagnostic test and
mai ntenance, or calibration; or used for research and devel opnent of weapon
syst ens.

6. Establish and inplenent IM policy, processes, programs, and standards to
govern the devel opnent, acquisition, and operation of automated data processing
(ADP) equi pnent by the Department of Defense, but shall not be responsible for
ADP equi pment that is an integral part of a weapon or weapon system test
support for a weapon or weapon system or information technol ogy basic research
and devel opnent.

7. Chair the Major Automated Information System Review Council (MAISRC). ~
The asD(C3I) shall operate the MAISRC in a manner consistent with the
acquisition policies in DoD Directive 5000.1 (reference (e)) and, for automated
i nformation system prograns bel ow the Defense Acquisition Board thresholds,
i ndependently of the Defense Acquisition Board (DAB).

8. Provide program management for the General Defense Intelligence Program
the Foreign Counterintelligence Program and the Security and Investigative
Activities Program

9. Serve as the principal DoD official responsible for preparing and
defending the Department’s c31, C, SCM and IM programs before the Congress.

10. Review and advise the Secretary of Defense on C31, CI, SCM and IM
plans and programs; review and reconmend requirements and priorities to ensure
that DoD requirenents are fully considered in the devel opnent of these plans and
prograns; monitor and eval uate the responsiveness of such prograns to DoD
requi renents, particularly their readiness to support mlitary operations.

11. Provide guidance, and managenent and technical oversight for all C31,
CI, SCM and IM projects, prograns, and systens being acquired by, or for the
use of, the Departnent of Defense and its Conponents.
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12. Oversee applicable training and career developnéht programs to ensure
that trained manpower is available to support DoD C31, CI, SCM and IM m ssion
needs, including manpower requirenents for projected systens.

13, Recommend, advise, and provide assistance to other OSD staff elenments
on C3I, cI, SCM and IM matters relevant to the execution of their assigned
responsibilities, including the execution of DoD-w de prograns to inprove
standards of performance, econony, and efficiency.

14, Assess the responsiveness of intelligence products to DoD requirements.

15,  Promote coordination, cooperation, and cross-Service management of
joint C31, IM CI, and SCM programs to ensure essential interoperability is
achieved within the Department of Defense and between the Departnent of Defense
and other Federal Agencies and the civilian conmmunity.

16. Participate, as appropriate, in the DoD planning, programm ng, and
budgeting systemfor C31, IM C, and SCM activities by review ng proposed DoD
resource programs, fornulating budget estimates, recomending resource

al locations and priorities, and monitoring the inplenentation of approved
progr ans.

17. Establish policy and provide direction to the DoD Conponents on all
matters concerning the assigned functional areas in paragraph D.17.a. through
Z., .Jhelow, serve as the primary focal point for staff coordination on these
matters W thin the Department of Defense, wth other Government Departnents and
Agencies, and with foreign governnents and international organizations to which
the United States is party; and provide DoD representation to foreign govern-

ments and intergovernmental and international organizations when dealing with
these matters.

a. Strategic, theater, and tactical nuclear and conventional command
and control.

b. Information networks.

C. C3I-related space systens.

d. Special technology and systens.

e. Tel ecommuni cati ons.

f. Identification, navigation, and position fixing systens.

g. Strategic C3 counterneasures.

h. Ar traffic control and airspace nanagenent.

i, Surveillance, warning, and reconnai ssance architectures.

j. North Atlantic Treaty Organization C31 architectures and systens.

k. Information systens security.



1. Intelligence prograns, systems, and equi pment.

m  National Communications System activities.

n. Radio frequency policy and nanagenent. S~
0. Mpping, charting, and geodesy.
p. Integration and/or interface of national and tactical C31 systens
and prograns.
q. G1, IM CI, and SCM career devel opnent, including DoD foreign
| anguage training.
r. Information management activities.
s. Counter-narcotics C3I activities.
t. C31, IM CI, and SCM technol ogy prograns and activities.
u.  Counterintelligence operations and investigations policy and
prograns.
v. Defense investigative activities, to include personnel security
i nvestigations, wunauthorized disclosures of classified information, and
pol ygraph exam nations.
w. Security counterneasures activities, to include physical security,
personnel security, industrial security, and security classification and
saf eguards policy and prograns. ~

X. Qperations security and counterinagery security.

y. Security-related research, including personnel security and
pol ygraph activities.

z, Data and information systens standardization prograns, including
DoD-wi de data admi nistration.

18. Perform such other duties as the Secretary of Defense may assign.

E. RELATI ONSHI PS

1. In the performance of all assigned duties, the ASD(C3I) shall:
a. Report directly to the Secretary and Deputy Secretary of Defense,

b. Exercise direction, authority, and control over: the Defense
Information Systems Agency, the Defense Intelligence Agency, the Defense Mapping
Agency, the Defense Investigative Service, the Defense Support Project Ofice,
the Intelligence Program Support Goup, the Defense Polygraph Institute, the DoD
Security Institute, and the Defense Personnel Security Research Center.
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c. Exercise staff supervision over: the National Security
Agency/ Central Security Service, the Air Force and Navy Special Intelligence
Prograns, the Electromagnetic Conpatibility Analysis Center, and the Defense
Courier Service.

d. Coordinate and exchange information with other OSD officials and
heads of DoD Conponents exercising collateral or related functions.

e. Use existing facilities and services of the DeFartnpnt of Defense
and ot her Federal Agencies, when practicable, to avoid duplication and to
achi eve maxi mum readi ness, sustainability, efficiency, and econony.

f. Wik closely with the Director of Central Intelligence to ensure
effective conplenentarily and nutual support between DoD intelligence prograns,
i ncl uding DoD programs in the National Foreign Intelligence Program and non-DoD
intelligence prograns.

2. ASD(C3I) acquisition-related activities shall be subject to review by
the DAB in accordance with DoD Directive 5000.1 (reference (e)) and DoD
Directive 5000.49 (reference (f)), and shall be subject to the authority of the
Usp(a) del egated by the Secretary or Deputy Secretary of Defense.

3. Oher CSD officials and heads of the DoD Conponents shal |l coordinate
with the asp(c31) on all matters related to the functions cited in section D.,

above.

F. AUTHORI TI ES

1. The asSD(C3I) is hereby del egated authority to:

a. Issue DoD Instructions, DoD publications, and one-time directive-
type nenoranda, consistent with DoD 5025. 1-M (reference (g)), that inplenent
policies approved by the Secretary of Defense in assigned fields of responsi-
bility. Instructions to the Mlitary Departnents shall be issued through the
Secretaries of those Departnments. Instructions to Unified or Specified
Combat ant Commands shal | be comunicated through the Chairman of the Joint
Chiefs of Staff.

b. Obtain reports, information, advice, and assistance, consistent wth
DoD Directive 7750.5 (reference (h)), as necessary, in carrying out assigned
functions.

c. Comunicate directly with heads of the DoD Conponents. Communica-
tions to the Coomanders in Chief of the Unified and Specified Combatant Comands
shal| be transmtted through the Chairman of the Joint Chiefs of Staff.

d. Communicate with other Governnent Agencies, the Executive Ofice of
the President, representatives of the legislative branch, and nenbers of the
public, as appropriate, in carrying out assigned functions.

e. Establish arrangenents and appoint representation for DoD partici-
pation in non-defense governnental programs for which the ASD(C3I) is assigned
DoD cogni zance, to include national-Ilevel conmmttees.



f.  Waive Federal Information Processing Standards, granted by the
Secretary of Commrerce Menorandum (reference (i)). The ASD(C3I) may redel egate
this authority to the senior officials of the Mlitary Departnents designated
pursuant to Section 3506(b) of reference (c). This authority is subject to the
conditions specified in the procedures of reference (i).

g. Mke original security classification determnations at the Top

Secret level in accordance with E.0. 12356 (reference (d)). This authority may
be redel egate, as appropriate, and in witing, pursuant to Section 1.2(d)(2) of

reference (d).

h. Waivee use of Ada progranmm ng |anguage, pursuant to DoD Directive
3405. 1 (reference (])).

2. The ASD(C3I) also is hereby delegated the authorities contained in
enclosure 3 of DoDDirective 5105.19 (reference (k)), enclosure 1 of DoD
Directive 5105.21 (reference (l)), enclosure 2 of DoD Directive 5105. 40
(reference (m), and enclosure 2 of DoD Directive 5105.42 (reference (n)). The
ASD(C3I) may nodify, terminate, or redelegate these authorities, in whole or in
part, as appropriate, and in witing, except as otherw se provided by |aw or
regul ation.

G  EFFECTI VE DATE

This Directive is effective inmediately.
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REFERENCES, conti nued

DoD Directive 5000.1, “Defense Acquisition,” February 23, 1991

DoD Directive 5000.49, “Defense Acquisition Board,” Septenber 11, 1989

DoD 5025.1-M “DoD Directives System Procedures,” December 1990, authorized
by DoD Directive 5025.1, Decenber 23, 1988

DoD Directive 7750.5, “Mnagenment and Control of Information Require-
ments,” August 7, 1986

Secretary of Commerce Memorandum “Procedures for Waivers for the Federal

I nformation Processing Standards,” Novenber 14, 1988

DoD Directive 3405.1, “Conputer Programm ng Language Policy,” April 2, 1987
DoD Directive 5105.19, “Defense Information Systems Agency,” June 25, 1991
DoD Directive 5105.21, “Defense Intelligence Agency,” My 19, 1977

DoD Directive 5105.40, “Defense Mpping Agency,” Decenber 6, 1990

DoD Directive 5105.42, “Defense Investigative Service,” June 14, 1985

1-1



